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Safeguarding Statement The Co-op Academy Leeds is committed to safeguarding every
student. We acknowledge that safeguarding is everyone’s responsibility and ensure all of our
staff are trained to be vigilant and aware of the signs and indicators of abuse and understand

and follow safe working practices
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Safeguarding Statement

The viewpoints and voice of students is of paramount importance to our academy and we will always
listen to their wishes, thoughts and feelings, as well as identifying and supporting their needs. We
will work alongside students to develop trusting, consistent and professional relationships and show
we care by advocating the early help processes where possible. We will identify any difficulties or
concerns early in order to act preventatively. We will always provide support and advice for families
and parents/carers, whilst acting in the best interests of the student at all times and doing what
matters most.

Safeguarding also includes ensuring we work in an open and honest way, enabling our children to
feel safe by providing a secure learning environment, are equally protected regardless of any barriers
they may face and are able to grow and develop in the same way as their peers. Co-op Academy
Leeds safeguards students by:

· Maintaining a secure site and ensuring that all visitors to the academy are recorded, monitored and
clear about how to raise a safeguarding concern should one arise. · Ensuring that safer recruitment
practices are followed to prevent those who pose a risk to children gaining access to our students.

· Filtering and monitoring all internet traffic into the academy to ensure that children cannot be
exposed to harmful material and communication.

· Ensuring that all staff employed by the academy have received all necessary pre-employment
checks, which are recorded in the single central record (SCR) · Providing regular training and
briefings for all staff, and volunteers, in child protection and ensuring that all staff, volunteers and
visitors know who our designated safeguarding officers and designated senior lead are.

· Ensuring that admission and attendance procedures are robust to protect children, ensure that they
are safe and prevent children from going missing from education. · Empowering young people to
identify risks both within the academy and in their community; ensuring that they have the skills and
confidence to help and protect themselves and others.

· Making sure that all children understand the importance of reporting concerns about themselves
and their peers and giving them the confidence to discuss sensitive issues.

· Providing pastoral and inclusion support to ensure that all children have access to guidance and
advice, and when needed referrals for additional agency support to meet their needs.

· Sharing information when appropriate with other agencies and services to ensure that children and
their families have support to meet their needs and prevent students from harm or further harm

· Taking immediate action and contacting the appropriate agencies when we believe that a child is in
danger or is at risk of harm.
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Policy Rationale and Ethos

It is essential that children are safeguarded from potentially harmful and inappropriate online
material.

An effective whole Academy approach to online safety empowers our Academy to protect and
educate pupils, students, and staff in their use of technology and establishes mechanisms to identify,
intervene in, and escalate any concerns where appropriate.

We recognise the breadth of issues classified within online safety is considerable, but can be
categorised into four areas of risk:

content: being exposed to illegal, inappropriate or harmful content, for example: pornography, fake
news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation and extremism.

contact: being subjected to harmful online interaction with other users; for example: peer to peer
pressure, commercial advertising and adults posing as children or young adults with the intention to
groom or exploit them for sexual, criminal, financial or other purposes’.

conduct: personal online behaviour that increases the likelihood of, or causes, harm; for example,
making, sending and receiving explicit images (e.g consensual and non-consensual sharing of nudes
and semi-nudes and/or pornography, sharing other explicit images and online bullying; and

commerce - risks such as online gambling, inappropriate advertising, phishing and or financial scams.
If you feel your pupils, students or staff are at risk, please report it to the Anti-Phishing Working
Group (https://apwg.org/).
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Our Academy will ensure online safety is a running and interrelated theme whilst devising and
implementing policies and procedures. This will include considering how online safety is reflected as
required in all relevant policies and considering online safety whilst planning the curriculum, any
teacher training, the role and responsibilities of the designated safeguarding lead and any parental
engagement.

Our Online safety policy and the Academy’s approach is reflected in the following Academy policies :

● Coop Academy Leeds safeguarding and child protection policy 2021 - 2022
● Coop Academy Leeds Behaviour, Rewards and Sanctions Policy 2021 - 2022
● Coop Academy Leeds staff code of conduct 2021 - 2022
● Guidance for Safer Working Practices May 2019
● Coop Academy Leeds Relationship and sex education policy 2021 - 2022
● Keeping Children Safe In Education 2021’

This Academy has a clear policy on the use of mobile and smart technology policy. Amongst other
things this will reflect the fact many children have unlimited and unrestricted access to the internet via
mobile phone networks (i.e. 3G, 4G and 5G).

The Academy online safety, phones and smart technologies  policy aims to create an environment
where pupils, staff, parents, governors and the wider school community work together to inform each
other of ways to use online technologies  responsibly, safely and positively
.
Online technology helps pupils learn creatively and effectively and encourages collaborative learning
and the sharing of good practice amongst all school stakeholders. The online safety policy
encourages appropriate and safe conduct and behaviour when achieving this.
Pupils, staff and all other users of school related technologies will work together to agree standards
and expectations relating to usage in order to promote and ensure good behaviour.

These agreements and their implementation will promote positive behaviour which can transfer
directly into each pupil’s adult life and prepare them for experiences and expectations in the
workplace. The policy is not designed to be a blacklist of prohibited activities, but instead a list of
areas to discuss, teach and inform, in order to develop positive behaviour and knowledge leading to
a safer Internet usage and year on year improvement and measurable impact on online. It is intended
that the positive effects of the policy will be seen online and offline; in school and at home; and
ultimately beyond school and into the workplace.

The online safety,mobile and internet  policy and Acceptable Use Policy will be reviewed at, or prior
to, the start of each academic year and promptly in the following instances:

● Serious and/or frequent breaches of the Acceptable Internet Use Policy or in the light
of online incidents.

● New guidance by government/local authority/safeguarding authorities.
● Significant changes in technology as used by the school or pupils in the wider

community.
● Online incidents in the community or local schools which might impact on the school

community.
● Advice from the police and/or local safeguarding children partners.

Date:  August 2021
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Who This Policy Applies To

The school Online Policy and agreements apply to all pupils, staff, support staff, external contractors,
governors and members of the wider school community who use, have access to, or maintain school
and school-related Internet, computer systems and mobile technologies internally and externally.

‘In loco parentis’ provision under the Children Act 1989 also allows the school to report and act on
instances of cyber bullying, abuse, harassment (including sexual harassment), malicious
communication and grossly offensive material; including reporting to the police, social media
websites, and hosting providers on behalf of pupils and removing inappropriate content.
Scope

This online policy covers the use of:

● School-based ICT systems and equipment
● School-based Intranet and networking
● School-related external Internet, including but not exclusively, extranet, e-learning platforms,

blogs and social media websites
● External access to internal school networking, such as webmail, network access, file-serving

(document folders) and printing
● School ICT equipment off-site, for example, staff laptops, digital cameras, mobile phones,

tablets
● Pupil and staff personal ICT equipment when used in school and which makes use of school

networking, file-serving or Internet facilities
● Tablets, mobile phones, devices and laptops when used on the school site
● The use of smoothwall monitoring services
● Staff Training (through National Online Safety)
● PSHCE teaching and learning for students
● The Acceptable use policy for staff, Parent, Staff, Governors and visitors

Ofsted Context

Online safety is covered by the current Ofsted inspection framework.

The Ofsted Education Inspection Framework (EIF) makes it clear that schools should develop a culture
of e-safety. Inspectors will aim to gather first-hand information that students are protected from
online harm and know how to keep themselves safe online.

They will speak to the whole school community.

When preparing a judgement, behaviours and attitudes will be considered and in particular, on the
subject of online, inspectors will be looking for factors including "an environment in which pupils feel
safe, and in which bullying, discrimination and peer-on-peer abuse – online or offline– are not
accepted and are dealt with quickly, consistently and effectively whenever they occur".

Online safety will also be considered under personal development. Inspectors will be looking for
evidence that pupils are able to recognise risks to their well-being both online and offline, for
example, CSE, extremism etc and are aware of the support available to them.

In the context of safeguarding, schools should act in the best interest of the pupils to protect them
both online and offline. Schools should be able to:
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● Identify pupils at risk, for example through grooming
● Help pupils in need and refer to experts is necessary
● Manage safe recruitment and allegations about adults who may be a risk to pupils

Roles & Responsibilities

Governors, The DSL and the Principal and Academy Leadership Team

The Governors are responsible for :
● Managing, reviewing, promoting and evaluating adherence to online safety policies
● Ensuring that there are mechanisms to support pupils, staff and parents facing online safety

issues
● Ensuring that the DSL is trained to support staff and pupils and to work with other agencies
● Ensuring that all staff receive relevant training that is regularly refreshed
● Educating parents and the wider school community
● Provide and evidence a link between the school, governors and parents.
● Liaise with the DSL,  ALT,  online Officers/coordinator with regard to reports on online

effectiveness, incidents, monitoring, evaluation and developing and maintaining links with
local stakeholders and the wider school community. Complete an audit of Governor IT
competence, relevant outside experience and qualifications to identify training needs and
create a schedule and development plan

The school has appointed Julian Gorton as having responsibility for online safety.

The DSL and deputy DSLs must adopt the following responsibilities

Every school and college should have a designated safeguarding leader (DSL) who is also a member
of the school leadership team. This person will help staff carry out their safeguarding duties and liaise
with third parties as required.  The DSL should undergo appropriate training (for example, that
provided by CEOP/ThinkUKnow), but this training should be supplemented regularly with further
training, briefings, bulletins etc to help them keep up with developments.

Lauren Whyte is the designated safeguarding lead. The DSL is trained in specific online issues to
enable them to decide which online incidents are required to be reported to CEOP, local Police,
LADO, local safeguarding partners, Trust safeguarding lead, Trust CEO, social services and
parents/guardians; and also to determine whether the information from such an incident should be
restricted to nominated members of the leadership team.

The DSL acts ‘in loco parentis’ and liaises with websites and social media platforms such as Twitter
and Facebook to remove instances of illegal material or cyber bullying..

● Acting as the main point of contact on all online safety issues
● Ensuring relevant policies are in place to mitigate or handle online safety concerns
● Recording online safety incidents and actions taken on cpoms and child protection records.
● Ensuring the school community understands what safe and appropriate online behaviour is

and the sanctions for misusing the Internet
● Liaising with the leadership team and technical staff to ensure appropriate filtering and

monitoring systems are in place on school devices
● Liaising with the data protection officer to ensure online safety policies align with current

legislation
● Implementing online safety training for all staff
● Actively encourage positive online behaviour
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● Ensuring online safety education is embedded throughout the curriculum and empowering
children to keep themselves and others safe online

● Promoting online safety to parents and carers
● Refreshing their training at regular intervals, at least annually
● Keeping updated with current research legislation and trends

The Academy Senior Leadership Team is responsible for:

● Determining, evaluating and reviewing online policies to encompass teaching and learning,
use of school IT equipment and facilities by pupils, staff and visitors.

● Agreeing criteria for the acceptable use by pupils, school staff and governors of Internet
capable equipment for school-related purposes or in situations which will impact on the
reputation of the school, and/or on school premises.

They will ensure that:
● There is a cycle of evaluation and review based on new initiatives and partnership discussion

with stakeholders and outside organisations, technological and Internet developments,
current government guidance and school-related online incidents.

● Good practice is implemented within the teaching curriculum and wider pastoral curriculum.
● Inset development is identified and provided for staff and governors and guidance provided

to parents, pupils and local partnerships.
● Management is encouraged to be aspirational and innovative in developing strategies for, and

a calendar of, online provision which will deliver measurable success and clearly state online
targets with success criteria on the school development plan.

ICT support staff & external contractors responsibilities - RM Unify - James Hodgkins

Internal ICT support staff and technicians are responsible for:
● Maintaining the school’s networking, IT infrastructure and hardware.
● Keeping up to date with current thinking and trends in IT security.
● Ensuring that the school system, particularly file-sharing and access to the Internet, is secure.
● monitoring and supporting the schools smoothwall system.
● Taking all reasonable steps to ensure that systems are not open to abuse or unauthorised

external access, with particular regard to external logins and wireless networking.
● Maintaining and enforcing the school’s password policy and monitoring and maintaining the

Internet filtering.
● Ensuring external contractors, such as VLE providers, website designers/hosts/maintenance

contractors, are made aware of, and comply with, the school’s online policy.
● Completing DBS checks where contractors have access to sensitive school information and

material covered by the Data Protection Act.

Where IT is outsourced, for example connectivity, maintenance, cloud-based services, website and
email provision, filtering and anti-virus, the school needs to ensure that they comply with DfE
guidance and that a Service Level Agreement (SLA) is in place to provide school standard provision
and support.
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Teaching and teaching support staff responsibilities

Teaching and teaching support staff need to:
● Ensure that they are aware of the current school policy, practices and associated procedures

for reporting online incidents.
● Read, understand and sign the Acceptable Use Policies relevant to Internet and computer use

in school.
● Follow the school’s social media policy, which includes external off-site use, personal use

(mindful of not bringing the school into disrepute), possible contractual obligations, and
conduct on Internet school messaging or communication platforms, for example email, VLE
messages and forums and the school website.

● Rigorously monitor pupil Internet and computer usage in line with the policy. This also
includes the use of personal technology such as cameras, phones and other gadgets on the
school site.

● Promote best practice regarding avoiding copyright infringement and plagiarism.
● Be aware of online propaganda and help pupils with critical evaluation of online materials.
● Internet usage and suggested websites should be pre-vetted and documented in lesson

planning.
The school does not allow students to use their own devices in the academy.

Pupils responsibilities

Pupils are required to:
● Use school Internet and computer systems in agreement with the terms specified in the school

Acceptable Use Policies.
● Understand that the policies also cover the use of personal items such as phones and their

Internet use out of school on social networking sites such as Instagram if it impacts on the
school and/or its staff and pupils in terms of cyber bullying, reputation, YPSI or illegal
activities.

● Be aware of how to report online incidents in school, and how to use external reporting
facilities, such as the Click CEOP button or Childline number.

● engage with teaching and learning through PSHCE

Parents & carers

Parents and carers are asked to support the school’s stance on promoting good Internet behaviour
and responsible use of IT equipment and mobile technologies both at school and at home.

The school expects parents and guardians to sign the school’s Acceptable Use Policies, indicating
agreement regarding their child’s use and also their own use with regard to parental access to school
systems such as extranets, websites, forums, social media, online reporting arrangement,
questionnaires and the VLE.

The school will provide opportunities to educate parents regarding online safety.

Other users responsibilities

School visitors, wider school community stakeholders and external contractors should be expected to
agree to a visitor’s AUP document or a tailored AUP document specific to their level of access and
usage.
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External users with significant access to school systems which include sensitive information or
information held securely under the General Data Protection Regulations should be DBS checked.
This includes external contractors who might maintain the school domain name and web hosting –
which would facilitate access to cloud file storage, website documents and email.

Online and internet technologies in Practice

The school will ensure that:

● School computer systems are fit for purpose and customised to ensure online while meeting
● teaching and learning requirements.
● It is possible to trace every login, data transaction, or other activity to a particular user.
● Servers, network switches, cloud-based systems, hubs, Cat5 or Fibre Optic cabling, wireless

transmitters, bridges, access points and other physical architecture should be secured to
prevent unauthorised or untraceable network access.

● Risk assessments will be made of any new equipment, technologies or systems.
● Regular audits of systems are carried out.
● The school's Internet service is provided by a fully accredited ISP.
● Filtering and monitoring is in place and any filtering incidents are examined to prevent a

re-occurrence.
● The school has in place a password policy that is fit for purpose with pupils and staff

encouraged to change passwords regularly.
● The school has protocols in place to meet the requirements of GDPR as defined by the

Information Commissioner's Office.
● When disposing of equipment, the school ensures all data is wiped irretrievably.
● Policies are in place around the taking and sharing of images of children.
● The school will make it clear to pupils and staff which online and network activities are

appropriate and which are not.

Online Education Programme

The school’s online education is delivered through PSHCE and ICT using.

Marcus Philpott (Dept DSL) and Harinder Kaur take the lead for PSHCE delivery

● Leeds healthy schools and wellbeing service curriculum
https://www.schoolwellbeing.co.uk/pages/who-we-are

● The PSHE Association https://www.pshe-association.org.uk/content/resources-and-curriculum
● National Online Safety resources and curriculum
● https://nationalonlinesafety.com/

The online education programme is delivered by teachers of PSHCE and ICT

Mobile Phone Policy

Mobile phones are part of modern society and the majority of students will now own a mobile phone.
We understand that for safety reasons students will carry a mobile phone in order to contact
parents/carers after school/before school. However, mobile phones can lead to several problems in
school, for example bullying, disruption to lessons and inappropriate web usage. As a school we
strongly encourage our students to talk to each other and develop friendship groups at break and
lunchtime, as opposed to using their mobile phones. As a result the use of mobile phones during
school hours is completely forbidden, and students found using their mobile phone during school
hours will be dealt with in accordance with this policy.
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Purpose

● To clarify the school position on mobile phones.
● To ensure that staff, students and parents are fully conversant with the policy and

understand the reasons for the policy.
● To support our behaviour management policy, which aims for outstanding behaviour

and safety of students across the school.
● To ensure that student welfare and safeguarding incidents associated with mobile

phones are minimised.
● To Safeguard Students, Parents, Staff and visitors to the school

Guidelines

Students will ensure that their mobile phone and any other personally-owned digital device is
switched off at all times in the academy.
Students are not permitted to use any personally-owned mobile device to take images, video
or sound recordings on the school's site.
Any student seen using their mobile phone during school hours will have their phone
confiscated.

The first time this happens, the student will be allowed to collect this from the main
reception at the end of the day.
Any subsequent incidence of mobile phone use in school will necessitate a parent or
appropriate adult collecting the phone from school.

This includes the use of ‘Smart’ or Apple watches – the use of these is not allowed as they are
effectively mobile phones and will be treated as such.

Students will receive assemblies explaining the mobile phone policy and the policy will be
placed on the school website for parents/carers to access.
When issues with mobile phones exist that involve serious misuse of the phone, transmitting
images, cyber bullying etc,  parents will be invited into school and the Malicious
Communications Act will be explained. This states that parents are responsible for the phone
and any issues resulting from the phone when it is used by a ‘minor’.

Dealing with Online Incidents

Typical online incidents perpetrated by pupils, staff, parents, governors, contractors and others
include:

● Finding illegal material on the network which could raise a child protection issue.
● Going on the Internet during lesson time for reasons not related to the lesson.
● Bypassing the school’s filtering system.
● Viewing pornographic material.
● Using a mobile phone or other digital device in a lesson.
● Using social media or email during a lesson.
● Cyber bullying.
● Writing malicious comments about the school or bringing the school name into disrepute

(whether in school time or not).
● Sharing usernames and passwords.
● Deleting someone else’s work or unauthorised deletion of school files.

10



Co-op Academy Leeds Online Safety Policy

● Trying to hack or hacking into another person’s account, school databases, school website,
school emails or online fraud using the school network.

● Uploading or downloading files using the school network.
● Copyright infringement of text, software or media.
● Smoothwall Filter allows us to centrally manage web filtering and alerts staff to safeguarding

concerns early on

Smoothwall alerts Lauren Whyte (DSL), Natalie Jones (Dept DSL) and Emma Wingfield (Safeguarding
Co-ordinator) of any concerns or inappropriate searches. These searches are added to Cpoms and
followed up by a designated safeguarding officer.

The school’s approach to dealing with an incident and applying sanctions aims to demonstrate the
correlation between procedures and sanctions for pupils and procedures and sanctions for staff.

The reporting process and sanctions will depend on:

● Whether an illegal act has taken place
● Whether there is a safeguarding issue (in which case we will follow the guidelines in our

Safeguarding and Child Protection Policy)
● The nature and severity of the incident
● Whether the person has previously had sanctions for a similar incident

Note that under The Education and Inspections Act 2006 headteachers have the power “to such an
extent as is reasonable” to regulate the conduct of pupils off site. Also, staff can confiscate mobile
phones if they cause a disturbance in class in breach of the school Behaviour Policy.

These general principles apply in dealing with an incident of Safeguarding

● Evidence should be collected and preserved – this may involve assistance from the school
network manager, IT support or external IT contractor.

● Incident reports will be completed and submitted to Lauren Whyte DSL and Natalie Jones
Dept DSL.  Depending on the nature of the incident it should also be logged on CPOMS /
report year managers.

● Appropriate disciplinary action/sanctions will be taken following the school’s procedures.
● Parents/carers may be informed.
● The police and/or other relevant agencies will be notified in certain circumstances, including:

○ if an indecent image has been taken
○ in the case of cyber bullying
○ An incident of hacking or online fraud

● Offending content will be removed if possible.
● A review of security will be carried out where relevant.

If a website is hosted in the USA, or operates under US law, then the Digital Millennium Copyright Act
will apply for copyright infringement. This is very useful when seeking to remove photographs and
other material which has been copied onto a site such as Facebook and Twitter.

Important Guidance this Academy follows when dealing with student concerns

Sharing nudes and semi-nudes: advice for education settings working with children and young
peoplehttps://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-educa
tion-settings-working-with-children-and-young-people

Harmful online challenges and online hoaxes Guidance

11

https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people


Co-op Academy Leeds Online Safety Policy

https://www.gov.uk/government/publications/harmful-online-challenges-and-online-hoaxes/harmful-o
nline-challenges-and-online-hoaxes

Remote Working

This Academy is expected to teach a “planned and well-sequenced curriculum so that knowledge
and skills are built incrementally” and should have systems in place for “checking, daily, whether
pupils are engaging with their work”.

They must also “identify a named senior leader (Jessica Fields) with overarching responsibility for the
quality and delivery of remote education, including that provision meets expectations for remote
education”.

This Academy uses the Google Classroom digital platform for remote education that “will be used
consistently across the school”. This platform is interaction, assessed and staff can provide feedback
and our Academy staff are “trained and confident” in its use”.

We follow the following Guidance, Remorse Education Good Practice  :
https://www.gov.uk/government/publications/remote-education-good-practice/remote-education-go
od-practice

Useful links

Ofsted: www.gov.uk/government/publications/school-inspection-handbook-eif

DfE: www.gov.uk/government/groups/uk-council-for-Internet-safety

CEOP:www.ceop.police.uk/safety-centre/

Childnet: http://www.childnet.com/

UK Safer Internet Centre:www.saferInternet.org.uk/safer-Internet-day

www.saferInternet.org.uk/

Internet Watch Foundation: www.iwf.org.uk

www.iwf.org.uk/members/get-involved

Links to training:

Online Support: online refresher training www.onlinesupport.com/online_training
National Online safety : https://nationalonlinesafety.com/

Movies and presentations:
www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware

Other publications:
·         Safer children in a digital world: the report of the Byron Review (PP/D16(7578)/03/08), DCSF

and DCMS, 2008;
http://webarchive.nationalarchives.gov.uk/20100202100434/dcsf.gov.uk/byronreview/.
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·         Ofcom’s response to the Byron Review, Ofcom, 2008;
http://stakeholders.ofcom.org.uk/market-data-research/other/telecoms-research/byron/.

Coop Academy Leeds Acceptable User Policy:

For all staff, Students, Parents, Governors and External Contractors accessing the school
network on site or remotely.

School: Co-op Academy Leeds

Date: September 2021

Our school promotes the positive use of technology in school and assists in developing pupils’
knowledge and understanding of digital devices and the Internet. We ensure that our school IT and
online network is robust and resilient and staff have a duty of care to safeguard pupils when using
technology in school.

Any misuse of technology by a Student or member of staff must be reported to the Designated
Safeguarding Lead and or Principal, so an investigation can take place.

This is the Acceptable User Policy (AUP) for our Academy. It highlights the do’s/don’ts of using all
technology in school and shows how we want everyone to behaviour when using online services
and equipment. The Acceptable Use Policy covers the following legislation:

● Malicious Communications Act 1988
● Computer Misuse Act 1990
● Communications Act 2003
● Sexual Offences Act 2003
● GDPR and Data Protection Act (DPA) 2018

GDPR and Data Protection Act
‘Personal data’ is defined as information relating to a living natural person who can be identified
directly or indirectly from that information or other information, which includes opinions about that
individual.

It is also likely that such discussions will include ‘special category data’ (previously known as sensitive
personal data).

Special category data is defined by the GDPR & DPA 2018 as information which must be treated with
greater care because information about these matters could be used in a discriminatory way and is
likely to be of a very private nature.

Please read carefully and sign at the bottom to show you agree to these terms.

Remote Learning Guidance
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Below are some things to consider when delivering virtual lessons, especially where webcams are
involved:

● No 1:1s, groups only. In cases where 1:1 tuition is essential, staff must seek formal written
agreement from a senior manager and the pupil’s parents.

● Staff and children must wear suitable clothing, as should anyone else in the household.
● Where staff are working remotely any technology used for communication should be in

appropriate areas, staff need to be mindful that backgrounds do not compromise personal
confidentiality or breach the guiding principles of safer working practice guidance for staff
working in educational settings.

● Our school reserve the right for staff members to record live streamed sessions with pupils as
a log of the activity. By joining the learning session parents give permission for this to happen.

● The purpose of any potential recording of live sessions would be so that the video can be
reviewed if any issues were to arise.

● Live classes should be kept to a reasonable length of time, or the streaming may prevent the
family ‘getting on’ with their day.

● Recording of live sessions may be particularly appropriate when there is only one member of
staff on the call and no ‘supervising’ second adult is available on the feed.

● If live streams are to be recorded, this should be reflected in communication with staff, parents
and children and highlighted in the acceptable use policy

● Language must be professional and appropriate, including any family members in the
background.

● Staff must only use platforms specified by senior managers and approved by our IT network
manager / provider to communicate with pupils

● Staff should record, the length, time, date and attendance of any sessions

Using Technology in School

● I will only use school IT and online systems, external logins and email for school related
purposes. Other use will be with the permission of ALT

● I will monitor the use of all IT and online systems in school and report any inappropriate use by
pupils or staff to the Designated Safeguarding Lead(DSL).

● I will not search for, view, download, upload or transmit any material which could be
considered illegal, offensive, extremist, defamatory or copyright infringing.

● I am aware that my online activity on school devices is monitored by smoothwall. A designated
officer for safeguarding may need to discuss safeguarding concerns regarding inappropriate
internet searches. If I misuse my school's device it may be confiscated.

Students Using Technology at home remotely

● Students are expected to read and discuss this responsible user agreement with you, and then
to follow the terms of the policy. Any concerns or queries can be discussed with the Year
Managers/ Heads of Department

● To facilitate online conferencing during school suspension, parents should support pupils by
providing children with a workspace that is quiet, safe and free from distractions with an adult
nearby if necessary

● To make sure your pupils are dressed appropriately (school uniform is not necessary)  ensuring
that face-to-face communication is only between teachers and students, any parent to teacher
communication should be in the usual manner via email.

● Parents may not record, share or comment on public forums including social media about
individual teachers or students.
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● Students may not record, share or comment on public forums including social media about
individual teachers or students.

● By allowing your child to log on, you are accepting this agreement and acknowledge that you
have shared this document and discussed Face-to-Face Learning with your child. It is vital that
your child agrees to follow the rules.

Security, Passwords & Copyright

● I will not divulge any school related passwords and I will comply with school online
safety security procedures.

● I will use school email systems for school related communications. I will not use
personal accounts for school business.

● I will ensure that personal data is stored securely and in line with the GDPR and Data
Protection Act. I will follow school policy with regard to external logins, encrypted data and not
storing school material on personal IT equipment unless stated otherwise.

● I will not install software onto the network or mobile devices unless supervised by the
Network Manager or IT support staff.

Social Media For schools staff, Visitors and Governors

● I must maintain my professionalism at all times when using personal social media and not bring
the school or my profession into disrepute by posting unsuitable comments or media when using
these sites.

● I must not use social media tools to communicate with current or former pupils under the age of
18.

● I will only use authorised school social media accounts to post information to pupils or parents.

Social Media For Parents and Students

● I must maintain the school's reputation at all times when using personal social media and not
bring the school into disrepute by posting unsuitable comments or media when using these sites.

● I must not use social media tools to communicate with teaching professionals

Mobile Technologies For Schools Staff and Governors

● I will ensure that my mobile phone and any other personally-owned device is switched off or
switched to ‘silent’ mode when I have directed time with pupils. I will only make or receive calls in
specific places e.g. staffroom, workroom

● I will not contact any parents or pupils on my personally-owned device unless given permission to
by the Principal.

● I will not use any personally-owned mobile device to take images, video or sound recordings.
● I will ensure that all school data on personal devices is password protected and that I have

agreed for the IT support staff to erase and wipe data off my device, if it is lost and/or as part of
my exit strategy.

● If I use online education forum tools such as Google Meet, I will allow my communications to be
checked by the safety officer.

Mobile Technologies For Parents and Students

Mobile phones are part of modern society and the majority of students will now own a mobile phone.
We understand that for safety reasons students will carry a mobile phone in order to contact
parents/carers after school/before school. However, mobile phones can lead to several problems in
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school, for example bullying, disruption to lessons and inappropriate web usage. As a school we
strongly encourage our students to talk to each other and develop friendship groups at break and
lunchtime, as opposed to using their mobile phones. As a result the use of mobile phones during
school hours is completely forbidden, and students found using their mobile phone during school
hours will be dealt with in accordance with this policy.

Purpose

● To clarify the school position on mobile phones.
● To ensure that staff, students and parents are fully conversant with the policy and

understand the reasons for the policy.
● To support our behaviour management policy, which aims for outstanding behaviour

and safety of students across the school.
● To ensure that student welfare and safeguarding incidents associated with mobile

phones are minimised.
● To Safeguard Students, Parents, Staff and visitors to the school

Guidelines

Students will ensure that their mobile phone and any other personally-owned digital device is
switched off at all times in the academy.
Students are not permitted to use any personally-owned mobile device to take images, video
or sound recordings on the school's site.
Any student seen using their mobile phone during school hours will have their phone
confiscated.

The first time this happens, the student will be allowed to collect this from the main
reception at the end of the day.
Any subsequent incidence of mobile phone use in school will necessitate a parent or
appropriate adult collecting the phone from school.

This includes the use of ‘Smart’ or Apple watches – the use of these is not allowed as they are
effectively mobile phones and will be treated as such.

Students will receive assemblies explaining the mobile phone policy and the policy will be
placed on the school website for parents/carers to access.
When issues with mobile phones exist that involve serious misuse of the phone, transmitting
images, cyber bullying etc,  parents will be invited into school and the Malicious
Communications Act will be explained. This states that parents are responsible for the phone
and any issues resulting from the phone when it is used by a ‘minor’.

Online Professionalism

● I am aware that all network and Internet activity is logged and monitored and that the logs are
available to ALT in the event of allegations of misconduct.

● I will not write or upload any defamatory, objectionable, copyright infringing or private material,
including images and videos, of pupils, parents or staff on social media or websites in any way
which might bring the school into disrepute

● I will make sure that my Internet presence does not bring the teaching profession into disrepute
and that I behave online in line with the Teacher Standards (2012) and other guidelines from the
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DfE.
● I will champion the school’s e-safety policy and be a role model for positive and responsible

behaviour on the school network and the Internet.
● I will not give my home address, phone number, mobile number, personal social networking

details or email address to pupils. All communication with parents should be done by authorised
school contact channels.

● Photographs of staff, pupils and any other members of the school community will not be used
outside of the internal school IT network unless written permission has been granted by the
subject of the photograph or their parent/guardian.

Signature Print Name

Staff / Governor

Student

Parent

Date:
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